Docket No.: MSFT-01 78/1 50708.1 
App No.: 09/607, 170 
Office Action Dated: December 12, 2005 
Replacement Sheet 1 of Vi) 




Docket No.: MSFT-01 78/1 50708.1 
App No.: 09/607,170 
Office Action Dated: December 12, 2005 
Replacement Sheet 2 of 10 - 




Docket No.: MSFT-01"?8/ 150708.1 
App No.: 09/607,170 
Office Action Dated: December 1 2, 
Replacement Sheet 3 of 10" 



2005 



Client 



20a 




FIGURE 3 



100 



110 



DAV 
Server 



112 



Publishing Engine 



114 



116 



Security 
Manager 



Versioning 
Manager 



118 



Store 



Docket No.: MSFT-01 78/1 50708.1 
App No.: 09/607,170 
Office Action Dated: December 12, 2005 
Replacement Sheet 4 of 10 




LU 

Z> 
O 

LL 



Docket No.: MSFT-01 78/1 50708.1 
App No.: 09/607,170 
Office Action Dated: December 12, 2005 
Replacement Sheet 5 of 10 



J 



220 



226 



510 



Role/User 



Role/User 



Role/User 



Role/User 



Role/User 




512 



514 

Operation 
(ACL) 



File 

foo.doc Create C/O 



File 

foo.doc 
foo 1 



File 

foo.doc 
foo_2 
foo 2 



File 



Operation 



516 

R/W 
(SD) 



R/W 



Create/Publish C/l R/W 



Operation 



Review C/O 
Review C/O 



Operation 



foo.doc 
foo_2 

foo_2wc Review C/l 



File 

foo.doc 
foo_3 
foo_3 
foor 3 



File 



Operation 



Approve C/O 



Operation 



foo.doc 

foo_3 

foo_3 

foor_3wc Approve C/l 



File Operation 

foo4.doc Create C/O 



R/W 

R 
R 
R 



R/W 

R 
R 

R/W 



R/W 



R 
R 
R 
R 



R/W 

R 
R 
R 

R/W 



R/W 

R 



518 

Public 
Folder 



Foo.doc 



520 



522 



Working 
Folder 



Foo Ldoc 



Enter Publishing Workflow 



Foo 2.doc 



Foo 2wc.doc 



Foo 3.doc 



Foo 3wc.doc 



Exit Publishing Workflow 



Foo_4.doc 



Operation 
Performed 



Check out 
to Create 



Check In 
from Create 
and Publish 




Check Out 
for Review 




Check In 
from Review 



Check Out 
for Approve 



Check In 
from Approve 



FIGURE 5 



Docket No.: MSFT-0 1.78/ 150708.1 
App No.: 09/607,170 
Office Action Dated: December 12, 2005 
Replacement Sheet 6 of 10 



Recceive request 
for document 



610 






618 



620 



Return base 
document 



Return most 
recent version of 
working copy 
document 



FIGURE 6 



Docket No.: MSFT-0178/1 50708.1 
App No.: 09/607,170 
Office Action Dated: December 12, 2005 
Replacement Sheet 7 of 10 



Receive request 
to perform 
publishing 
operation 



710 



712 



Resolve that user has 
permission to perform 
operation on document 



714 



Deny Access 



Create new 
version (working 
copy) of document 



716 



Set new access 
controls on base 
document defining 
which users may 
perform which 
operations on 
which document 
version 



718 



Return apprpriate 
document version 
with appropriate 
access 
permissions 



720 



FIGURE 7 



I 

Docket No.: MSFT-01 78/150708.1 
App No.: 09/607,170 
Office Action Dated: December 12, 2005 
Replacement Sheet 8 of 10* 



J 



Resolve which 
roles a user has 
been granted 



10 



Compare user's 
roles with those on 
access control list 



812 




Deny access to 
perform operation 



818 



816 



Grant access to 
perform operation 



FIGURE 8 



Docket No.: MSFT-0 J 78/150708.1 
AppNo.: 09/607,170 
Office Action Dated: December 12, 2005 
Replacement Sheet 9 of 10 



J 




Owner Identifier 



Discretionary Access Control List 

Access Allowed/Denied Identifier | 914 

SID— T~ 916 



Access Allowed/Denied Identifier 
SID 

Access Allowed/Denied Identifier 
SID 



FIGURE 9 



DockefNo.: MSFT-0 1*78/ 150708.1 
AppNo.: 09/607,170 
Office Action Dated: December 12, 2005 
Replacement Sheet 10 of tO 



J 



1012^ 
1014 

1016 



GUID 






SID 






.Access Allowed/Denied 






GUID 






SID 






Access Allowed/Denied 






GUID 






SID 






Access Allowed/Denied 






GUID 






SID 






Access Allowed/Denied 







FIGURE 10 



